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Breach Happens: When It Does Ensure Compliance with HITECH Rules
€ Continued from page 15

ring on or after September 23, 2009. However, covered entities and
their business associates should ensure they do more than comply with
the breach notification rules by establishing procedures and policies to
promptly respond and conducting the required training. They must
also ensure that they establish robust procedures and standards to
prevent the incidents of breach and to facilitate their prompt detec-
tion. W

Kathleen Henderson is ¢ Partmer at King & Ballow, Chair of the firm's
Healthcare Practice, and a member of its Litigation Section.

(Endnotes)
I 45 C.ER. § 164.400 et seq., “Subpart D — Notification in the Case of Breach of
Unsecured Protected Health Information.”

2 Public Law 104-191, Aug. 21, 1996 available at
http:/fwww.ecms.hhs.gov/HIPAAGenInfo/ Downloads/HIPAALaw.pdf.

3 45C.FR.§ 160.103.
4 Id. (setting forth an extensive definition of “business associate”).

5 45 C.ER. § 160.404(b)(2) provides that for violations occurring on or after February 18,
2009, the Secretary, HHS may not impose a civil money penalty of less than $100 or more
than $50,000 for each violation, or in excess of $1,500,000 for identical violations during

the calendar year in which it is established that “the covered entity did not know and, by
exercising reasonable diligence, would not have known” of the violation. For violations oc-
curring prior to February 18, 2009 in such instances, the Secretary may not impose a penalty
in excess of $25,000. If it is established that the violation was due to reascnable cause and
not willful neglect, the penalty floor rises to not less than $1,000. If a viclation was due to
willful neglect but corrected within 30-days, the floor rises to not less than $10,000. Ifa
willful violation was not corrected during a 30-day period, the floor rises to $50,000 for each
violation. Affirmative defenses are set forth at § 160.410.

6 PHI includes individually identifiable health information created or received by a health
care provider, health plan, or healthcare clearinghouse which relates to the past, present, or
future health or condition of an individual and that identifies the individual or may reasonably
be used to identify the individual. 45 C.FR. § 160.103. It does not include education records
covered by the Family Educational Rights and Privacy Act, records described at 20 U.S.C.

§ 1232g(a)(4)(B)(iv), and employment records held by the entity in its role as employer.

7 Diane Chun, Doctor Resigns Over Patient Data Breach, NYT Regional Media Group,
www.theledger.com, May 25, 2008.

& Patient Information Exposed in Data Breach at Walter Reed, www.ConsumerAffairs.com,
June 3, 2008.

9 Sherry Rainey, Oregon Local News, The Oregonian, Nov. |, 2008, available at
www.oregonlive.com.

10 NHS trusts breach Data Protection Act with patient records,
www.computerweekly.com, April 30, 2009 (reports this breach by a foreign health care
system occurring in the United Kingdom).

Il Doctors in BCBS Networlcs Face Data Breach After Laptop Theft, www.ihealthbeat.org,
Oct. 5, 2009.

12 68,000 CalOptima Members at Risk in Data Breach, www.ConsumerAffairs.com,
Oct. 30, 2009.

13 45 C.FR. § 164.400.
14 45 C.FR. § 164.402.

15 Public Law | 11-5, Section |3402(h)(2). HHS guidance is available at http://www.hhs.gov/
ocr/privacy/hipaafadministrative/breachnotificationrule/brguidance. html.

16 45 C.FR. §164.406.
17 45 C.FR. § 164.408(b).

18 See http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/
brinstruction.html.
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